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       FinTech Savvy

Myth vs. fact: Financial data sharing

In our increasingly digital world, it’s a challenge to keep track of who is collecting data about us and 
how it’s being used. FinTech (or financial technology) apps are a popular way to make payments, 
invest, budget, save money, and do a lot more. Among the most popular are apps that allow users to 
pull all their financial services accounts into a single place and see all their finances at a glance. Many 
users give these apps complete access to their bank accounts and financial information when they link 
up the accounts.

These apps are convenient, but have you ever considered how they make money, since most are free 
or very low-cost to acquire and use? Many FinTech apps “monetize” their parent companies by selling 
the financial data they collect from users. During sign-up, users—sometimes unwittingly—may give 
permission to use their personal and account data in whatever way the app company chooses. On top 
of that, users sometimes even give the power to initiate transactions via a “power of attorney.”

You’re probably thinking, “Yes, FinTech apps are convenient, but are they worth giving up my privacy 
and security?” The good news is, you can enjoy the convenience if you share your bank data with care. 
Let’s bust some common myths about financial data sharing practices!

MYTH: Financial apps just access the specific 
data required to help me make payments, in-
vest, budget and save money. 

FACT: Signing up with a FinTech app may give 
the app’s parent company full access to all your 
financial information, whether it’s needed to 
provide the intended service or not. Giving 
access to your bank account by providing your 
username and password may expose all of your 
account and transactional information to the app 
parent company, its affiliates, and the companies 
it sells data to. This can increase security risks 
(for example, if any of those companies suffers a 
security breach or is the victim of a cyberattack).

MYTH: Financial apps only access my data when 
I am using the app. 

FACT: Many financial apps use your stored 
usernames and passwords to access your ac-
count on a regular basis to keep the information 
they present or use up to date. Some even log 
into your account several times a day.

MYTH: It’s okay to click “Agree” without read-
ing the fine print of the terms and conditions 
when you sign up for a FinTech app.

FACT: Agreeing to the electronic terms and 
conditions is the same as signing a contract. 
Would you sign a contract without reading it? 

The terms contain important details and condi-
tions about how your sensitive information will 
be used or shared without further consent. 
Often, they state that the company has no 
liability for errors and they prohibit you from 
suing in court or joining a class action lawsuit.

MYTH: Financial apps don’t sell or share data 
like social media platforms do.

FACT: Financial apps, data aggregators (behind-
the-scenes technology that enables apps and 
banks to “talk” to each other) and social media 
platforms often have similar business models—
they provide you a free or low-cost service by 
selling client data (which may be aggregated) to 
other companies or by giving third parties ac-
cess to you for advertising or promotional pur-
poses. Client data may include your spending, 
your average credit card balance, how many 
retirement accounts you have, and more. 

MYTH: The financial app I use doesn’t have 
direct access to my data. I log in through my 
bank. 

FACT: Most FinTech apps work by connecting 
digitally to their users’ banks and financial insti-
tutions, either to fund transactions or to display 
account information. But that doesn’t mean you 
are logging in through your own bank. Many 
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FinTech apps rely on contractual relationships 
with behind-the-scenes technology firms that 
serve as a link between customers’ financial 
apps and their bank accounts. You may see 
logos of your bank or other financial services 
providers in your FinTech app, giving the impres-
sion that you are logging in through your bank’s 
website, even though you are actually handing 
over your username and password to a third 
party that stores your credentials and has com-
plete access to your bank account information.   

MYTH: If there is a security breach, the app is 
usually responsible for my financial loss.  

FACT: Many financial apps assume little to no 
responsibility for security breaches where cus-
tomer financial information is compromised, 
money is stolen, or fraud is committed. Here is 
an actual disclosure from a popular investing 
app: “The Company will not be responsible for 
any losses arising out of the unauthorized use of 
your account and you agree to indemnify and 
hold harmless the Company and its managing 
members, officers, equity holders, employees, 
partners, parents, subsidiaries, agents, affiliates, 
and licensors (collectively, “Affiliates”), as appli-
cable, for any improper, unauthorized or illegal 
uses of your account and as otherwise set forth 
in these Terms of Use.” 

To help you use FinTech apps more safely, set up 
alerts and monitor your bank accounts carefully 
to catch unauthorized account activity. 

MYTH: I deleted my financial app, so now it 
can’t access my financial data anymore.  

FACT: Deleting an app is not the same as clos-
ing an account. Financial apps might retain 
access to your usernames and passwords even 
after you delete them. You need to take steps to 
actually close the account or cut off its access to 
any financial accounts you’ve linked. See if you 
can revoke access to any accounts you’ve added 
by logging in to the app or the company’s web-
site before deleting the app. The easiest way to 
disconnect securely is by revoking your login 
information or, if that is not possible, changing 
your usernames and passwords for banking and 
other accounts you have linked to the app.  

MYTH: Using the same password on all my 
accounts helps me remember what they are.

FACT: It may help you remember, but it is a very 
risky practice! Use a strong, unique password 
and username for your bank account. Reusing 
the same login information on different web-
sites, such as social media sites or email, puts 
your bank credentials, as well as any other ac-
counts using those same credentials, at risk.

MYTH: Financial apps are convenient, but I am 
scared to use them because I want to keep my 
data secure.   

FACT: Some apps and financial institutions are 
working together to use technology that gives 
apps access to the financial information they 
need to provide you the services you want 
without exposing your bank account login cre-
dentials. Instead of asking for and storing user-
names and passwords, the application program 
interface—or API—technology uses user-provid-
ed account and routing numbers and tokenized 
digital requests to get information from banks 
and initiate payments. See our Frequently 
Asked Questions for a breakdown of some 
common terms to help you determine if FinTech 
apps are right for you (https://www.consumer-action.org/
downloads/english/FinTech_Savvy_FAQs.pdf).

MORE INFORMATION

Visit the Share financial data with care web-
page (http://bit.ly/fintech-privacy) to view a short video 
and find more information about how to control 
and protect your financial information when 
using apps that require access to your bank and 
other financial services accounts.
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